Virtual CISO
As part of our Assist services the Virtual Chief Information Security Officer (CISO) provides on-demand access to the capabilities required to respond
to the threats of today and plan for those of tomorrow. For some organisations hiring a Chief Information Security Officer (CISO) is simply cost
prohibitive, and for others attracting and retaining the right talent is challenging. Either way, the impact of a cyber-attack or data breach can still be
significant.
Often what is required is simply access to the right capabilities at the right time, for example;
•
•
•
•
•

defining an information security strategy and implementation roadmap
periodic reviews of potential threats, risks and effectiveness of associated controls
defining and delivering an annual awareness campaign
during security events (to work alongside an incident response framework)
periodic board reporting and education

The Virtual CISO focuses on four key capabilities, as shown below. This blend of capabilities ensures the Virtual CISO can effectively interact with, and
influence, senior stakeholders, business owners and technologists alike. This ensures that information and cyber risks can be effectively and efficiently
managed, ensuring investments are targeted appropriately to reduce business risks in line with your risk appetite.
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technologies to develop
capabilities

Whilst some organisations may have strong technical capabilities but lack board engagement, others may require an increased focus on understanding
their threat landscape or on developing technical standards. During the on-boarding process your business strategy, regulatory and threat landscape
and existing structures and capabilities are reviewed. This ensures the resulting service is tailored to your specific needs, and delivers relevant business
benefit by integrating with your existing capabilities.

Our Approach

Your Benefit

Our Virtual CISO is delivered through a blend of on-site and remote
support, including voice or video calls and email. The service is comprised
of a one-off on-boarding process followed by a delivery model designed to
meet your specific requirements.

The Virtual CISO service ensures businesses have access to the right
security capabilities, at the right time, through an on-demand model;
•
Lower cost: pay for the support required
•
Address market demand: access the capabilities quickly,
reducing time and cost of attracting and retaining talent
•
Improve maturity: deliver effective improvements to security
posture through a breadth of experience
•
Existing capability: leverage current investment in expertise
and technology to enhance security

The on-boarding process ensures the service is tailored to your specific
requirements. This includes the following;
•
Strategy: Reviewing business strategy, and regulatory and
legislative landscape.
•
Threat Management: Reviewing business model and operations
to understand the threat landscape
•
Advisory: Identifying in-flight programmes and projects that are
impacted by information, cyber and privacy risks.
•
Technology: Reviewing current capabilities and their
effectiveness in supporting those needs.
Once the on-boarding process is complete, the scope and objectives of the
Virtual CISO will be documented in a service description. Using a fixed
monthly charge and/or fixed rate you can ensure you have access to the
right capabilities.

The Engagement
The Virtual CISO is based on two elements, the on-boarding process and
the ongoing delivery.
•
On-boarding: fixed price engagement, 5 days effort. Output of
which is the service description and agreed monthly effort.
•
Monthly Service Charge: Based on client requirements, this will
include a combination of onsite and remote support
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About ICA Consultancy
ICA Consultancy provides advisory and consultancy services, and Virtual CISO engagements to organisations to help them identify, manage and mitigate
risks relating to information and cyber security. Through experienced resources they deliver pragmatic and sustainable solutions, enabling clients to
improve their maturity whilst maximising the benefits from their investments.
ICA Consultancy’s services are grouped into three offerings, designed to Assess an organisations maturity, Assist in making the required sustainable
improvements and Advise on how to maintain their security posture going forward.

Assess

Assist

Advise

Our Assess services are designed to
provide an organisation with a view of the
maturity of their security controls.
Ranging from posture reviews through to
specific control assessments we will
identify risks and provide pragmatic,
prioritised recommendations.

Our Assist services, including our Virtual
CISO offering, are designed to support
organisations
delivering
maturity
improvements, defining or implementing
strategies, engage with their board
members
or
manage
day-to-day
operations.

Our Advise services are designed to help
organisations maintain their security
posture, providing access to expertise
and experience required to deliver
training and awareness, support hiring
processes, or select product or service
providers.

ICA Consultancy can also bespoke engagements to client requirements and will always work with clients to define and deliver the most appropriate
service based on their needs. ICA Consultancy are technology agnostic and remain independent. This ensures clients receive a service that is
contextualised to their business environment and challenges.
To understand how ICA Consultancy can help your organisation, email info@icaconsultancy.co.uk or visit https://icaconsultancy.co.uk for more
information.
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